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The SIS database User
Security Operating Procedures (SecOps)
(abridged version for End users and Line managers)
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Introduction

"
*

Sco

-

Thas document is the dijabese Secunty Operating Procedures (S=cOps) for users of the
system. 1tis intended for all users who possess read only access of the database and no
additional privileges

pe of SecOps

These SecOps apply 10 scoure operstion of the th daighase system whichison
stendnlone network and is nccessed through the comporate svstem [redacted]. They do not
apply to ike development or Inzegration envircamenis.

These SecOps are in addition 1o the genenc egrporate svelem SecOps. Generic gomporate

svstem SecOps ore applicable to the database, Users requiring additional privileges should
refer to the datatiase Scourity Operating Procedures (ref 5).

Compliance with SecOps

4

Everyane who 15 expecied to comply with thess SecOps shall have access 1o & copy of the
approprizte section o2 szctions of the SecOps. They shall be required 1o acknowledge they
kave reac and understood the relevant sections &nd agree 10 2ct in 2ccordance with them
Any person found 1o be in bresch of these security procsdures shall be subject o
investigation by the Security Autharites, and may be subjoct to disciplivary action snd’er
avil prosecution

All users of the datzbase are required 1o comply with these SceOps, Every user will be
required to sign & copy of the database S2c0Ops User Declaration, which will be placed on
th:eir staff file, to scknowledge their agreement 1o comply with the SecOps relevant to therr
role. This process will b2 repested whenever a pew version of the SceOps is 1ssued and, in
any event, at leas! once & year.

Compliance with ISQ/AEC 27001:2005

6

51 is formally committed 1o echicving compliznce with the ISOAEC 27001:2005 ~ the
intemational stundard for the munagement of information seeurity  Accordiagly, the
sscurity section is 1o ibe process of devising an 180 27001 -compliant Information Security
Management System (15SMS) and will be issumg a number of relaied procedures,
guidelines and standards. In 2ddition wo following the SecOps documemed below, all siaff
will be expected 1o comply with these procedures, guidelines and standards, onee they ere
1ssuedd,

In particular, all siafl should be aware that cffective management of tecurity requires that
rezocds should be maintained that will provide evidence, 1o menagement and to auditors,
that the [SMS is being operated correctly. Accordingly, as 2 general principle, staff are
expesied 12 Kezp records of sll secusity-relevans acticns and decisions, These records must
be leaible, readily identifizble und retrievahle.

Protective Marking

g

The dalabase svatem shall have a Risk Manegemsnt Acerediistion Docement S¢l
(RMADS) which will explicitly siate the protective marking whoch the sysicm is allawad
10 process,
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Roles and Responsibilities

9

10

11

12

Responsibility for sscure gperation of the system and comnpliance with these SeeOps 15 a
matter for everyone who uses it, whether us en end-user, or ss someonc invalved in 12s day
to day management and administration.

Anyone with access 10 the sysiem should read und comply with the generzl procedures s
out 10 Lthe “End User™ section of this document,

Whilst everyone has » general responsibility for system security, some roles have
zddiional security-related responsibilities, £nd these are documented in the unubndped
version of the databasg system SeeOps,

Anyone who occuplss any of the roles in the following list should read end comply with
the rules in the eppropriate section of the nnabridged version of the datehase Svstem
SecOps.

Techmucal Services Manager

Technical Services Staff

Network Manager

Network Management Stalf

Computer Suite Manager

Computer Operutors

Secunty Denantment

Help Desk

Busmmess Contimunty Manzger

Configurmtion Manapar

Changs Manzger

Records Manegement

m. System Sponsor

Tt;.n remainder of this SecOps deuls with the security conwols assigned to the following
roles

End Usar
n.  Line Manzger
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End User
[eformation Labelling and Handling

14

H
16
17
18
19
20

All hardeopy cutput from the system shall bear the eppropriate protective marking and
shall be handled in 2ccondance with that protective macking. The rules for handling
prolzchively marked material ar= set out in the SIS previpus policy goidance (uvsilable via
the SIS jrizanet pages).

[redacted]
[redactad)
(redacied]
(redaciad]
[recactad]
[redncied]
|zedacizd]



Line Managzer

Roles and Responsibilities

22 A Lipe Manzger shall be responsible for ensuring that their siafl's sesunty roles 2nd
responsibilitics are definsd and documented.

23 A Line Manager shall be responsible for crsuring thal their stzfl receives appropriate
training 1n Information Security Avwareress.

Access Coutrol

24 A Line Mamager shall be responsible for granting suthosizavon for members of their staff
10 be given access 1o 1he dotabase system in order 1o carry out their duties. The hine
menager is responsible for verifying if ncczss 1o the dambass is required. [redacted]

25 Enduser Access 1o the database is restncted [redacted]



Annex A : Reporting of Security Incidents

Al The process of incident repor
of the system.

[redacted]

ing is of vilal impertance in mantmning the overall sesurity



User Decluration

| acknewledpe that T have read the above SecOps, thai | understand them, and agres 1o shide by
them.

SIGNATURE:

DATE of SIGNATURE:
STAFF NUMBER:
DESIGNATION:

NAME (Print):



