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Introduction

1 Thus document is thedatabase Sccunty Operating Procedures (SeeOps) for users ofthe

system. Itis intended for al users who possess read only access of shedatabase and no

additional privileges

Scope of SecOp

2 These SecOps apply 10 secure operation ofthe thedatshase system whichis ona

standalone network andis accessed through the comorate system [redacted], They do not

apply so the development or integration enviroaments.

3 These SecOpsare in addition Lo the gener corporatesystem SecOps. Generic corporate

sem SecOps are applicable tothe database, Users requiring additional privileges chould
refer tothe database Security Opereting Procedures (ref3)

Compliance with SecOps

4. Everyone who is expected 10 comply with these SecOps shall have accessto a copy ofthe

aprroprite section or sections of the SecOps. They shall be required to acknowledge1

Have read and understocé the relevant sectioas snd agree to ect in zecordance with them

‘Any person found to be ia reach ofthese security procedures shall be subject to

seveigaion by de Secu Ahi, nd may e jet to disipa, ston er

evil prosecrtion.

5 Aïlusers ofthe database ave required to comply wath these SecOps. Every user will de

reed toa copy of he diab Seca User Declaran,wh lb placed on

knowledge their agreement19 comply with the SecOps relevant to their

‘will be repeated whenever a new version ofthe Sec is issued end, in

sy event at least once à year

‘Compliancewith ISO/IEC 27001:2005

6 — SISis formally committedto achieving complience with

international standard forthe management of information security Accordingly the

secsriy secuon is un tbe process ofdevising an ISO 27001-complian: Information Security

Management System (ISMS) and will be issumg a number of related procedures,

guidelines and standards, In edcitionto following the SecOps documented below,all staff

ill be expected to comply with these procedures, guidelines and standards, ence they tre

sud.

the ISOMEC 27001:2008 — the

7 In particular all ses should be aware that effective management of security requires thet

rés should be maintained that will provide evidence, to management and to auditors,

thatthe ISMSis being operated correctly. Accordingly. asa general principle, staff ae

esp records ofall securty-relevant actions and decisions. These records must

entfiable and retrievable.

Protective Markiog.

8 The database sy

¿RMADS) wi

to process,

shall have a Risk Manage

h will explicitly state

nt Accreditation Document Set

re marking wivch the system is allowed
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Roles and Responsibi

9 Responsibility for secure operation ofthe system and compliance with these SecOps 1s 3

mater for everyone Who uses it, whether as an end-user, of us someone involved in its day

to day management and administration.

ies

10 Anyone with access to the systema should read und comply with the general procedures set

‘out an the "End User" section of this document.

11 Whilst everyonehas a general responsibility for system security, some roles have
_sddstional security-related responsfbilities,end these are documented in the urabndged

‘version of the dstabsee system SeeOps.

12 Anyone who occupies any ofthe roles in the following lst should read end comply

the rules in the eppropriate section ofthe unabridged version of thedatabace System

SecOps.

Techaictl Services Manager

Technical Services Staff

Network Manager

Nework Management Staff

Computer Suite Manager

Computer Operators

Secuniy Department

Business Continunty Mansger

Configuration Manage:

Change Manager

Records Management

. System Sponsor

15 The ematnderof this SecOps dealswith the security controls assigned to the following
roles

End User

1 Line Manager

p
e
r
t
r
r
e
n
r
e
s
r
e
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End User

Information Labelling and Handling

14

15

16

17

18

19

20

a

All hardcopy cut from he system shall bear the appropriate prot

shallbe handled in eccondence withthx protective marking. The rules for bandlin

protcetively masked material are set oat in the SIS previous police guidance (available via

he SIS irirenet pages).

(redacted

(redected]

{redacted}

(redactea]

[redacted]

lredseted)



Line Manager

Roles and Responsibi

22 A Line Manager shall be responsible for ensuring that their stalls see:

responsibilities are defined and documented.

BoA

rity roles end

le for ensuring that their staff reveives appropri

Awareness.

Access Control

24. Lane Memger hall be responsible for granting suhorizavon for members of ther staff

to be given ascessto the daishase syster fa order 10 carry out their duties. The line
menager is responsible for verifying iFaccess to shodatass required. [redacted]

25 Bad user Accessto she databaseis restncted [redacted



AnnexA : Reporting ofSecurity Incidents

Al ‘The prosess of incident reporting is of vital importancein maintaining the overall security
ofthe system.

lueducted)



User Declara

J acknowledge that 1 have rend the above SecOps, that ] understand them, and agree to sbide by

them.

SIGNATURE:

DATEof SIGNATURE:

DESIGNATIO?

NAME (Print):


